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Owerall threat detection trend

HTML/Phishing . Agent trojan
J5/Agent adware

Eent suspicious
J5/Redirector trojan
MSIL/Kryptik trojan
DOC/Fraud trojan

S/Adport adware
Winfinjector Autoit trojan
HTML/Scrinject virus
JS/Agent trajan

Top10 malware detections

ESET Threat Report
2025 m. duomenys

Geographic distribution of malware detections
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ESET Threat Report
2025 m. duomenys

H1

Ransomware detection trend

gen application

Win/Filecoder trojan

Win/Filecoder BlackMatter trojan

KSIL/Filecoder trojan

Python/Filecoder trojan

Powershell/ Filecoder trojan

Win/Filecoder.GandCrab trojan

win/Filecoder_AGen trojan [ 2%

win/Filecoder WannaCryptor trojan [ 2
win/LockScreen trojan [N 2o*

Top 10 Ransomware detections
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Kokia buvo situacija Lietuvoje
2025 metais?
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Faily sifravimo atakos pasitelkiant DI

welivesecurityﬂw Award-winning news, views, and insight from the ESET security com

TIPS &ADVICE ~ BUSINESS SECURITY ~ ESET RESEARCH ~ FEATURED ~  TOPIC

ESET Research

First known Al-powered ransomware
uncovered by ESET Research

The discovery of PromptLock shows how malicious use of Al models could supercharge
ransomware and other threats

C"." Anton Cherepanov ‘ Peter Strycek
L

R

26 Aug 2025 = 2 min. read

Saltinis: https://www.welivesecurity.com/en/ransomware/first-known-ai-powered-ransomware-uncovered-eset-research/
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Pagrindinis / Kibernetinio saugumo jstatymas

Kibernetinio saugumo Jstatymas

2024 m. spalio 18 d. |sigaliojo atnaujintas Kibernetinio saugumo jstatymas (toliau - Kibernetinio saugumo
jstatymas).

Kibernetinio saugumo jstatymu jgyvendinami Sie Europos Sgjungos teisés aktai:

m TIS 2 direktyva,;
B Kibernetinio saugumo aktas,

B Europos Parlamento ir Tarybos reglamentas, kuriuo jsteigiamas Europos kibernetinio saugumo
pramonés, technologijy ir moksliniy tyrimy kompetencijos centras ir Nacionaliniy koordinavimo
centry tinklas.

| Kibernetinio saugumo jstatymg perkeltos TIS 2 direktyvos nuostatos sustiprins kibernetinio saugumo
valdysenos modelj Lietuvoje.

Kibernetinio saugumo jstatymas

Cybersecurity
Progress. Protected.




ESET XDR




Doom jvykiy seka
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Doom jvykiy seka




Threat Name — Day 2 Count

Hash blocked by ESET LiveGuard
Threat Name - Day 1 Count Generik.GXUDDTG
MSIL/HackTool.SharpShares.A
MSIL/Riskware.BloodHound.D
MSIL/Riskware.Rubeus.A
Suspicious

Win32/GenCBL.EQQ
Win32/Rozena.SA
Win64/CobaltStrike.Agent.B
Win64/CobaltStrike.Artifact.Z
Win64/CobaltStrike.Beacon.A
Win64/GenKryptik.GTCZ
Win64/GenKryptik.GTOS
Win64/Kryptik.EEY
Win64/Kryptik.EFH
Win64/Kryptik.EFK
Win64/Kryptik.EFP

Renamed PowerShell Execution [D0411]

Suspicious
URL/Urlik.AAF
URL/Urlik.C
URL/Urlik.E

W o = NN
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Win64/GenKryptik.GTKR

Win64/Kryptik.EEY

Win64/Kryptik.EFH

Renamed PowerShell Execution [D0411] 19
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Doom jvykiy seka
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Doom jvykiy seka
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Jiems nepavyko

Jie atidare PDF failg pavadinimu ,,
asswords.PDF“

Pasirinko kitus jrenginius ir per RD
prie neapsaugoto serverio
T

aip pat per RDP prisijunge prie 1

ompany




Kaip tai jvyko




Kaip tai jvyko




Kain a1 iwwkn

%\syswow64\rundl132%exeRc \windows\COMPANY&cTd11%5\VisibleEntnry,




@ ® o
Kain ta1 iwkn
%WINDIR%\syswow64\rund1132¥exelc :\windows\COMPANY&cxrd115VisibleEntry




Doom jvykiy seka

xecution ™.

ol Ingress Transfer




2FA/MFA buty uzblokaves pradine prieiga

Numatytasis EDR/XDR taisykliy rinkinys ir
antivirusiné apsauga yra pakankamai galingi, kad
sustabdyty uzpuolika

Jei sistema stebety tikri ekspertai, Si ataka buty
sustabdyta jau pirma dieng

Uztikrinus, kad ESET buty jdiegtas visuose
jirenginiuose, buty buve lengviau uzkirsti kelig
incidentui



Isbandykite ESET XDR

Kreipkités j Baltimax partnerj
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Klausimai?
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